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Special  operations  forces  have  played  a  significant  role  in 
U.S.  history  when  waging  war  or  conducting  operations  during 
periods  other  than  war.  As  the  21st  Century  approaches  with  the 
advent  of  the  high-tech  battlefield,  will  special  operations  forces 
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revolution  and  how  it  shapes  the  future  battlefield,  information 
warfare  and  its  application  on  the  future  battlefield,  and  the  role 
of  special  operations  forces  in  conducting  information  warfare. 
The  result  is  that  special  operation  forces  have  a  role  to  play  in 
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INTRODUCTION 


Then  I  heard  the  voice  of  the  Lord  saying,  "Whom 
shall  I  send?  And  who  will  go  for  us?" 

And  I  said,  "Here  am  I.  Send  me!" 

Isaiah  6:8^ 

This  verse  of  Old  Testament  Scripture  portrays  the 
commissioning  of  Isaiah  as  he  eagerly  answered  God's  call.  This 
same  scripture  is  posted  throughout  the  Special  Operations  (SO) 
community  and  has  come  to  symbolize  the  willingness  of  the  special 
operations  trooper  to  answer  the  beating  of  our  nation's  war  tocsin 
when  it  has  sounded  in  past  and  present  wars.  When  it  sounds  in 
the  next  century,  will  special  operations  forces  (SOF)  still  answer 
the  call?  Will  they  be  prepared  to  answer  the  call  when  it 
pertains  to  waging  information  warfare?  How  might  special 
operations  forces  be  employed  in  an  information-based  campaign? 

Before  we  can  usefully  speculate  on  the  future  role  of  special 
operations  forces,  we  must  ask  ourselves  the  following  question: 
What  will  the  future  battlefield  look  like?  That  question 
continues  to  haunt  a  myriad  of  military  strategists,  who  currently 
believe  that  we  have  entered  a  revolution  in  military  affairs. 
With  the  sophistication  of  our  current  weapon  systems,  the  infusion 
of  emerging  technology,  and  the  reliance  on  computer  systems,  we 
now  find  ourselves  fighting  something  called  information  warfare. 


will  special  operations  forces  have  a  role  to  play  in  a  future 
"information  war?" 

This  paper  will  examine  that  question  by  addressing  the 
following  issues: 

•  the  current  revolution  in  military  affairs  (RMA.)  and  how  it 
shapes  the  future  battlefield. 

•  information  warfare  and  its  application  on  the  future 
battlefield. 

•  the  organization  of  modern  military  "systems"  and  how 
information  warfare  is  to  be  used  against  them. 

•  special  operations  forces  and  how  they  are  to  be  used  in 
waging  information  warfare. 

This  paper  will  argue  that  special  operations  forces  are 
warriors  for  the  future,  capable  of  waging  information  warfare  on 
the  battlefield  of  the  future.  When  the  call  to  war  sounds  in  the 
next  century,  special  operations  forces  will  once  again  answer  the 
call,  physically  fit,  mentally  prepared,  and  technically 
proficient. 
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THE  BATTLEFIELD  IN  THE  NEXT  CENTURY 

Are  we  in  the  middle  of  a  revolution  in  military  affairs, 
commonly  referred  to  as  the  RMA?  One  could  very  easily  come  to 
that  conclusion  based  on  the  outcome  of  Operation  DESERT  STORM, 
with  its  short  duration,  reduced  casualties,  and  the  emergence  of 
sophisticated  command  and  control  and  weapons  systems.  But  is  it 
truly  a  revolution?  We  see  that  a  revolution  is  occurring 
throughout  the  information  technology  field  around  the  world,  and 
in  all  "likelihood  these  technologies  will  continue  such  growth 
patterns  for  at  least  two  more  decades."^  With  the  rate  of 
advance  in  technology  increasing  exponentially  on  a  daily  basis, 
more  precise  and  lethal  weapon  systems  are  just  around  the  corner. 
These  systems,  "when  coupled  with  continuing  improvements  in 
sensors  and  information  processing, "  will  be  used  "by  military 
planners  as  they  define  the  future  battlefield.  General  Sullivan, 
former  Chief  of  Staff  of  the  Army,  further  identifies  "five  trends" 
which  "will  define  the  operational  environment, "  and  they  are  as 
follows: 

•  Greater  lethality  and  dispersion. 

•  Increased  volume  and  precision  of  fire. 

•  Better  integrative  technology  leading  to  increased 
efficiency  and  effectiveness. 
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•  Increasing  ability  of  smaller  units  to  create 
decisive  results . 

•  greater  invisibility  and  increased  detectability.^ 

The  United  States  must  take  advantage  of  these  technological 
advances  as  it  responds  to  future  wars  and  conflicts,  as  we  know 
our  adversaries  will.  We  must  also  respond  doctrinally  to  these 
changes  with  regard  to  how  the  future  army,  Force  XXI,  shapes  up. 

As  Metz  and  Kievit  point  out,  "This  fusion  is  expected  to  allow 
smaller  military  forces  to  produce  rapid,  decisive  results  through 
synchronized,  near- simultaneous  operations  throughout  the  breadth 
and  depth  of  a  theater  of  war."^ 

The  implications  and  possible  impacts  of  the  revolution  in 
military  affairs  are  important  to  both  conventional  and  special 
operations  forces  alike.  Although  most  thinking  about  the 
revolution  is  focused  on  conventional,  combined-arms  warfare,  the 
technology,  the  organization,  and  the  techniques  spawned  by  the  RMA 
also  apply  to  conflict  short  of  war.®  In  fighting  conventional 
wars,  we  will  see  battlefields  far  larger  than  in  the  past,  some 
exceeding  200  miles  square.  And  they  will  be  fought  at  a  tempo 
much  quicker  than  DESERT  STORM,  in  all  types  of  light  and  weather 
conditions  and  concluding  them  in  days  or  weeks.’  The  objective  of 
these  type  of  wars  would  be  "to  wield  military  power  across  space 
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and  through  time  with  heretofore  unimaginable  precision  and 
accuracy. 

It  is  more  likely  that  we  will  see  conflict  short  of  war,  a 
role  readily  adaptable  to  special  operations  forces.  Since  the  end 
of  World  War  II,  more  than  160  low- intensity  conflicts,  most  being 
wars  of  national  liberation,  have  been  waged  throughout  the  world.® 
We  will  also  see  additional  fracturization  of  "failed  states"  and 
the  rise  of  associations  and  federations  of  new  terrorists, 
narcotraffickers,  and  other  guerilla  groups  as  they  learn  to 
"master  modern  technology".^®  Will  we  fight  these  battles  with  the 
same  tactics?  As  Brian  Nichiporuk  and  Carl  Builder  point  out: 

Most  potential  U.S.  opponents  around  the  world  now 
realize  that  it  would  be  futile  to  challenge  the  American 
military  with  regular  forces  on  a  conventional  battlefield, 
and  if  they  haven't  already,  they  will  most  certainly  devise 
plans  for  matching  their  particular  areas  of  strengths  against 
areas  of  perceived  U.S.  weaknesses-as  they  may  have  perceived 
it  in  Bosnia  or  Somalia.  Opponents  who  have  unorthodox 
doctrines  or  unconventional  objectives  will  be  more  difficult 
to  deal  with  than  adversaries  who  operate  in  a  conventional 
Western  military  mindset. 


Regardless  of  the  type  of  conflict  that  lies  ahead,  the  microchip 
has  revolutionized  "the  way  that  we  are  likely  to  fight  our  future 
wars."^^  And  as  a  result,  we  must  accept  the  fact  that  the 
Information  Age  has  arrived  and  turn  our  attention  to  waging 
information  warfare. 
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INFORMATION  WARFARE 


What  is  information  warfare?  In  the  broadest  sense, 

information  warfare  is  "simply  the  use  of  information  to  achieve 

our  national  objectives.  At  the  other  end  of  spectrum,  we  find, 

however,  that  we  must  "resist  the  tendencies  still  found  in  some 

circles  to  reduce  information  warfare  to  meaning  little  more  than 

computer  warfare  and  cyberspace  security. To  balance  out  the 

playing  field,  the  Department  of  Defense's  Director  of  Information 

Warfare  views  information  warfare  as 

....actions  taken  to  achieve  information  superiority  in 
support  of  national  military  strategy  by  affecting 
adversary  information  systems  while  leveraging  and 
protecting  our  own  information  and  information  systems. 

IW  is  an  overarching,  integrating  strategy  to  recognize 
the  importance  and  utility  of  information  in  the  command, 
control  and  execution  of  military  forces  and  in  the 
implementation  of  national  policy.  IW  addresses  the 
opportunities  and  vulnerabilities  inherent  in  increasing 
dependency  on  information  and  the  use  of  information 
throughout  the  conflict  spectrum.  It  focuses  on 
information  systems  (including  associated  transfer  links, 
processing  nodes  and  the  systems'  human  factors)  and  the 
information  technology  inherent  in  weapons  systems.  IW 
has  offensive  and  defensive  elements,  but  begins  with 
intentionally  designing  and  developing  our  Command, 
Control,  Communications,  Cortputers  and  Intelligence  (C4I) 
architecture  to  provide  decision  maker  distinct 
information  superiority  throughout  the  conflict 
spectrvim. 

But  how  is  information  warfare  reduced  to  layman's  terms?  It 
is  simply  a  study  of  man,  the  way  man  thinks,  and  the  process  man 
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goes  thorough  in  making  decisions.  Information  warfare  is  about 
influencing  that  decision-making  process  to  achieve  one's  goals. 
In  order  to  make  decisions,  man  must  have  information.  And  when 
waging  war  man  must,  first,  have  the  information  he  requires  to 
will  tip  the  balance  of  power  in  his  favor,  particularly  if  he  is 
outnumbered  or  outgunned.  At  the  same  time,  he  must  prevent  his 
adversary  from  knowing  too  much  about  himself.^’  The  purpose  of 
information  warfare,  therefore,  is  "to  control,  manipulate,  deny 
information,  influence  decisions,  and  degrade  or  ultimately  destroy 
adversary  systems  while  guarding  friendly  systems  against  such 
action. 

Now,  because  more  countries  are  becoming  sophisticated  in 
information  technology  and  the  world  is  becoming  more  linked 
together  by  networks,  this  type  of  warfare  is  applicable  to  future 
wars  and  operations  other  than  war.  In  much  the  same  manner  as 
achieving  air  superiority  over  an  opponent,  a  country  expands  its 
ability  to  dominate  that  opponent  by  achieving  information 
superiority.  By  doing  so,  a  multitude  of  new  options  may  be 
applied  to  the  traditional  modes  of  waging  war. 

The  advantages  of  waging  this  style  of  warfare  are  numerous . 
First,  it  may  prevent  the  outbreak  of  war.  Second,  it  allows  the 
concentration  of  our  superior  technology  to  focus  on  the  whole 
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adversarial  military  system  across  all  levels  of  war.  Third,  a 
demoralizing  effect  may  be  achieved,  after  hostilities  have  been 
initiated,  which  would  cause  the  adversary  to  withdraw  from  the 
battlefield.  Fourth,  information  warfare  is  selective.  And 
lastly,  because  technology  can  be  a  force  multiplier,  engagement 
forces  may  be  reduced  in  size. 

War  is  waged  in  order  to  impose  one's  will  over  an  adversary, 
with  the  objective  being  to  not  become  decisively  engaged.  As  Sun 
Tzu  noted,  "....those  skilled  in  war  subdue  the  enemy's  army 
without  battle.  They  capture  his  cities  without  assaulting  them 
and  overthrow  his  state  without  protracted  operations . 
Implementing  an  information  warfare  campaign  may  resolve  the 
situation  prior  to  the  initiation  of  hostilities.  Denying  an 
opponent  the  ability  to  observe  the  battlefield  or  deceiving  him  by 
distorting  his  perception  of  what  is  actually  on  the  battlefield  or 
even  where  the  battlefield  is  located  may  paralyze  his  decision¬ 
making  process  sufficiently  to  preclude  his  ability  to  wage  war. 

Secondly,  information  warfare  allows  the  integration  of  U.S. 
superior  technology  "in  a  way  resembling  the  effects  of  a  single 
weapon"  across  all  levels  of  war.  Technology  in  "the  Information 
Age"  is  moving  in  the  direction  that  will  allow  us  to 
simultaneously  strike  the  enemy  across  all  levels  of  war  and 
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"throughout  the  breadth  and  depth  of  the  operational  area."  Upon 
receiving  such  a  shocking  blow,  the  enert^  yields  the  initiative  and 
loses  his  flexibility  to  have  any  impact  on  the  battlefield.  The 
results  are  "the  total  collapse  of  resistance"  with  a  "minimum  loss 
of  life"  on  all  sides  and  reduced  "destruction  of  resources  and 
infrastructure. 

A  third  advantage  to  conducting  information  warfare  is  the 

ability  to  demoralize  an  adversary's  forces  and/or  political  system 

through  an  effective  propaganda  campaign  or  create  within  his 

forces  the  perception  of  impending  annihilation  in  such  a  way  as  to 

stop  them  from  fighting.  Martin  Libicki  points  out  that 

psychological  operations  "encompasses  the  use  of  information 

against  the  human  mind.  Both  the  North  Vietnamese  and  Somalis 

used  effective  propaganda  against  the  United  States  in  driving  us 

from  the  battlefield.  Daniel  Magsig  points  out  that 

Aideed's  ultimate  success  was  in  using  this  strategy  to  set  up 
an  ambush  of  U.S.  troops  which  was  naturally  televised  via  CNN 
into  every  American  home.  This  psychological  information 
warfare  operation,  which  included  televised  images  of  dead 
Americans  being  dragged  through  the  streets,  succeeded  in 
eliminating  most  public  support  for  U.S.  involvement  in 
Somalia,  and  very  soon  afterwards,  the  U.S.  pulled  out.^^ 

Fourth,  information  warfare  is  selective,  which  means  it  can 

be  applied  to  parts  of  a  system  vice  the  whole  system.  As  such,  it 

can  be  directed  against  any  portion  of  a  society,  which  "includes 
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military,  technological,  economic,  political,  social,  and 

ideological/religious  issues.  If  the  military  establishment  is 

the  target,  information  warfare  may  be  judiciously  applied  to  "any 

one  of  the  steps"  of  an  adversary's  decision  making  loop  or  his 

"ability  to  move  from  one  step  to  the  next"  as  "an  example  of 

attacking  the  interconnections  between  systemic  elements. In 

speaking  about  Operation  DESERT  STORM,  Alvin  Toffler 

points  out  that  the  earliest  attacks  targeted  "microwave  relay 
towers,  telephone  exchanges  switching  rooms,  fiber  optic 
nodes,  and  bridges  that  carried  coaxial  communications 
cables."  This  had  the  effect  of  either  silencing  them,  or 
forcing  "the  Iraqi  leadership  to  use  backup  systems  vulnerable 
to  eavesdropping  that  produced  valuable  intelligence."  These 
attacks  were  coupled  with  direct  strikes  at  Saddam's  military 
and  political  command  centers  themselves,  designed  to  destroy 
or  isolate  the  Iraqi  leadership  and  cut  off  it  off  from  its 
troops  in  the  field.  The  task,  put  differently,  was  to 
disrupt  the  brain  and  nervous  system  of  the  Iraqi  military. 
If  any  part  of  the  war  was  "surgical,"  it  was,  so  to  speak, 
brain  surgery.^® 

The  last  advantage  of  conducting  information  warfare  is  the 
reduction  of  forces  necessary  to  wage  war.  Advanced  technologies 
can  be  expected  to  provide  the  United  States  with  an  effective 
force  multiplier  "that  will  allow  U.S.  forces  to  achieve  more  while 
making  do  with  less."^^  The  possibility  then  exists  that  current 
unit  configuration  may  be  redesigned,  allowing  for  "smaller  force 
packages, to  take  advantage  of  the  advent  of  these  more  lethal 
weapon  systems  or  get  "more  bang  for  the  buck."^® 
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MILITARY  SYSTEMS 


Now  that  we  know  what  information  warfare  is,  how  then  do  we 
apply  it?  To  do  that,  we  must  briefly  examine  the  nature  of 
military  organizations.  A  military  organization,  like  any  other 
form  of  organization,  might  be  defined  generally  as  a  system  of 
interdependent  and  interacting  elements  designed  to  achieve  a 
common  goal.  To  borrow  from  the  work  of  W.  Richard  Scott,  they  are 
also  characterized  by  "fixed  boundaries,  a  normative  order, 
authority  ranks,  a  communications  system,  and  an  incentive 
system. The  synergistic  interaction  of  a  military  organization's 
constituent  elements  is  designed  to  achieve  an  effect  that  is 
greater  than  the  sum  of  its  parts.  Such  an  organization,  operating 
as  a  synchronized  system  in  other  words,  can  be  expected  to 
generate  an  outcome  that  simply  could  not  be  achieved  in  the 
absence  of  effective  internal  coordination,  even  with  the  same 
level  of  effort. 

Systems  or  organizations  can  either  be  loosely  or  tightly 
coupled.  Loosely  coupled  systems  have  fairly  loose  connections 
between  the  various  elements  that  make  up  the  system.  The 
organization's  constituent  elements,  in  such  a  case,  are  relatively 
autonomous.  Although  decisions  may  be  made  centrally,  execution  of 
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those  decisions  will  be  decentralized.  For  reasons  of  security, 
underground  organizations  are  frequently  structured  in  a  loosely 
coupled  manner.  Tightly  coupled  systems,  by  contrast,  are  closely 
networked  together.  An  example  of  this  system  would  be  any  modern 
day  army. 

Organizations  can  also  be  defined  by  their  degree  of 
complexity . Complexity,  in  turn,  is  defined  by  the  number  of 
subunits  within  the  organization,  how  these  subunits  are  arranged, 
and  the  command  and  control  required  in  dealing  with  the  different 
parts.  Obviously,  an  organization  becomes  more  complex  when  it 
grows  in  size,  either  horizontally  or  vertically.  If  the 
organization  grows  horizontally,  power  will  remain  centralized 
"with  the  top  management  retaining  most  of  the  control."  With 
vertical  growth,  however,  "lower-level  personnel  are  allowed  to 
make  more  of  the  decisions .  All  things  being  equal,  an 
organization's  command  and  control  requirement  is  directly  related 
to  its  level  of  complexity  and  its  degree  of  coupling. 

Formalization  describes  how  rules  and/or  procedures  and  power 
is  used  within  an  organization.  Rules  and  procedures  differ  within 
organizations  from  very  lax  to  extremely  rigid.  The  method  by 
which  power  is  distributed  within  an  organization  "has  major 
consequences  for  the  performance  of  an  organization  and  the 
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behavior  of  its  members. Tightly  controlled  organizations  are 

very  rigid  structures  where  members  exhibit  little  initiative  and 

would  be  easier  to  attack  and  bring  down.  Loosely  controlled 

organizations  are  just  the  opposite.  Because  of  decentralized 

power,  each  echelon  has  initiative  to  take  action  which  would  make 

it  harder  to  attack  the  organization  as  a  whole. 

Elements  within  an  organization  are  linked  together  in  a 

systemic  manner  with  a  communication  system  that  transmits  and 

receives  information.  This  system  and  the  information  that  flows 

through  it,  by  definition,  is  what  makes  the  difference  between  a 

disassociated  collection  of  individual  elements,  and  a  military 

organization  that  is  capable  of  operating  in  a  collective, 

coordinated  manner.  As  Richard  Hall  notes  in  his  book. 

Communications  is  most  important,  therefore,  in  organizations 
and  organization  segments  that  must  deal  with  uncertainty,  are 
complex,  and  have  a  technology  that  does  not  permit  easy 
rout  inization . 

Looking  at  today's  modern  military  system,  we  see  that  they 
are  more  tightly  coupled,  as  well  as  more  complex  in  nature.  All 
things  being  equal,  tight  coupling  and  complexity  are  sources  of 
opportunity  and  sources  of  risk  when  analyzing  the  system  as  a 
target.  They  are  sources  of  organizational  control  and  efficiency 
on  one  hand,  and  they  are  a  potential  source  of  vulnerability  on 
the  other.  In  the  latter  case,  disruptions  anywhere  in  a  highly 
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complex  and  tightly  coupled  system  will  be  felt  throughout  the 
system  as  a  whole.  This  is  a  potential  vulnerability.  Loosely 
coupled  systems  may  also  be  exploited,  but  in  a  more  systematic 
manner . 

APPLICATION  OF  INFORMATION  WARFARE 


The  objective  of  information  warfare  is  to  paralyze  the  enemy 
by  attacking  the  information  links  that  tie  his  military  system 
together.  This  might  be  equated  with  attacking  the  enemy's  nervous 
system.  Successfully  neutralizing  the  enemy's  nervous  system  can 
be  a  decisive  and  potentially  cost  effective  way  of  neutralizing 
the  enemy.  Currently,  successful  conventional  battle  is 
characterized  by  high  enemy  casualties  and  a  low  prisoner  of  war 
count,  commonly  referred  to  as  a  war  of  attrition.  However,  a 
successful  information  war  would  be  characterized  by  low  casualties 
and  a  high  prisoner  of  war  count. 

Operations  have  been  conducted  against  information  targets  in 
the  past.  To  some  degree,  these  have  contributed  to  the  success  of 
a  conventional  cartpaign.  As  a  general  rule,  however,  our  approach 
to  operations  conducted  to  sever  information  ties  or  communication 
links  has  been  disjointed.  Even  where  they  contributed  to  the 
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success,  they  have  served  to  support  rather  than  substitute  for 
conventional  attacks.  In  information  war  the  opposite  would  be 
true.  Information  operations  will  be  the  primary  missions 
conducted  in  a  campaign  plan,  and  conventional  operations  would  be 
reduced  to  supporting  them. 

In  the  end,  however,  a  true  information  warfare  campaign  is  a 
complex  problem  requiring  an  integrated  or  joint  solution.  Every 
service  and  special  operations  force  will  have  something  to 
contribute.  Any  special  operations  force  contribution  must  be 
carefully  integrated  with  the  efforts  of  other  branches  to  develop 
a  con^rehensive  solution.  It  must  be  thought  of  as  a  campaign  in 
the  truest  sense. 

The  problem  must  also  be  approached  dynamically,  rather  than 
statically.  Not  everything  will  be  known  about  an  enemy's 
information  system  to  effectively  target  it  prior  to  the  beginning 
of  the  war,  nor  will  it  be  possible  to  effectively  target 
everything  that  is  known  about  his  system.  One  reason  why 
everything  will  not  be  known  about  the  enemy's  information  net  is 
that  it  will  not  totally  reveal  itself  prior  to  our  initial  success 
in  taking  it  down.  We  may  not  know,  for  example,  how  fast,  or  to 
what  degree  the  enemy  will  reconstitute  his  information  net  after 
it  has  been  damaged  in  the  opening  engagements  of  the  canpaign.  He 
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may  not  know  himself  until  called  upon  to  do  so.  We  must,  as 
quickly  as  possible,  follow  the  wartime  evolution  of  his 
information  net  to  continue  to  bring  it  down  over  time  until  it 
reaches  the  point  of  total  failure.  Consequently,  we  must 
approach  the  problem  in  an  iterative  manner.  During  the  opening 
period  of  the  war,  our  objective  should  be  to  paralyze  the  enemy's 
information  net  in  a  series  of  rapid  steps.  This  will  go  on  until 
this  system  has  been  compressed  to  such  a  degree  that  the  system  as 
a  whole  experiences  catastrophic  collapse. 

We  accomplish  our  objectives  by  destroying  or  disabling  the 
information  system  that  ties  our  adversary"s  larger  system  together 
as  an  organization.  As  long  as  this  information  net  is  intact,  the 
enemy  is  in  position  to  do  battle.  His  military  system  is  able  to 
operate  in  a  manner  that  is  greater  than  the  sum  of  its  parts. 
Once  his  net  is  destroyed  or  compressed  to  such  a  degree  that  it 
collapses,  his  military  system  will  disintegrate.  It  will  devolve 
to  its  constituent  elements  to  become  something  that  is  less  than 
its  sum.  Each  element  can  then  be  systematically  addressed  at 
leisure . 
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DEFINING  SPECIAL  OPERATIONS 


What  are  special  operations  and  special  operations  forces  and 

how  are  they  to  be  used  in  waging  information  warfare?  Special 

operations,  according  to  JCS  Pub  1-02,  are  defined  as: 

operations  conducted  by  specially  organized,  trained,  and 
equipped  military  and  paramilitary  forces  to  achieve  military, 
political,  economic,  or  psychological  objectives  by 
unconventional  military  means  in  hostile,  denied,  or 
politically  sensitive  areas.  These  operations  are  conducted 
during  peacetime  competition,  conflict,  and  war,  independently 
or  in  coordination  with  operations  of  conventional,  nonspecial 
operations  forces.  Political-military  considerations 

frequently  shape  special  operations,  requiring  clandestine, 
covert,  or  low  visibility  techniques  and  oversight  at  the 
national  level.  Special  operations  differ  from  conventional 
operations  in  degree  of  physical  and  political  risk, 
operational  techniques,  mode  of  employment,  independence  from 
friendly  support,  and  dependence  on  detailed  operational 
intelligence  and  indigenous  assets.  Also  called  SO.^^ 

As  defined,  special  operations  are  conducted  across  the  range  of 

military  operations  in  war  and  operations  other  than  war.  While 

special  operations  are  described  by  such  characteristics  as 

"sinplicity,  enhanced  by  innovation,  imagination,  and  subtlety, 

these  terms  can  also  be  used  to  describe  conventional  military 

operations.  Special  operations  can  be  distinguished  from 

conventional  operations  by  the  following  five  requirements: 

"unconventional  training  and  equipment,  political  sensitivity. 


17 


unorthodox  approaches,  limited  opportunity,  and  need  for 
specialized  intelligence."^’ 

Special  operations  forces  are  "those  active  and  reserve 
component  forces  of  the  military  Services  designated  by  the 
Secretary  of  Defense  and  specifically  organized,  trained,  and 
equipped  to  conduct  and  support  special  operations."^®  From 
austere  beginnings  in  1952,  post  World  War  II  special  operations 
forces  were  developed  with  an  initial  mission  to  train  and  "lead 
guerrilla  units  behind  the  Iron  Curtain  in  case  of  war  with  the 
Soviet  Union."  That  role  was  expanded  "to  counterinsurgency"  in 
the  1960 's  in  a  theater  of  conflict  half  a  world  away.®®  Special 
operations  forces  have  evolved  over  time  from  many  "historical 
experiences"  around  the  world.  Additionally,  with  the  passage  of 
the  Goldwater-Nichols  Act  in  1986,  "Congressional  legislation  and 
the  evolving  security  environment"  has  expanded  the  mission 
requirements  for  the  special  operations  forces  community.  As 
outlined  the  USSOCOM  Pub  1, 

the  principal  special  operations  missions  are:  direct  action 
(DA) ,  special  reconnaissance  (SR) ,  foreign  internal  defense 
(FID) ,  unconventional  warfare  (UW) ,  combating  terrorism  (CBT) , 
counterproliferation  (CP) ,  civil  affairs  (CA) ,  psychological 
operations  (PSYOP) ,  and  information  warfare  (IW) /command  and 
control  warfare  (C®W) 

To  conduct  these  missions  requires  people  with  "special  skills 
and  special  characteristics-aggressiveness,  initiative,  mature 
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judgment,  and  an  attitude  that  inspires  respect  in  friend  and  foe 
alike."  These  "high  caliber  professionals"  from  the  different 
Services  undergo  a  selection  process  to  gain  admittance  to  the 
various  service-specific  special  operations  units.  Once  inducted, 
these  service  members  begin  an  intensive  training  regimen,  honing 
the  skills  necessary  to  conduct  the  above  listed  missions. 
Additional  training  conducted  "with  conventional  forces"  and  "other 
SOF  components"  enables  "all  SOF  personnel  to  function  effectively 
as  members  of  a  close-knit,  self-contained  team. 

Despite  the  drawdown  within  the  Armed  Forces  as  a  whole,  the 
operations  tempo  has  increased,  particularly  for  special  operations 
forces.  Between  the  years  1991-1994,  deployment  of  special 
operations  forces  elements  increased  by  125%  with  "more  that  43,900 
special  operations  soldiers,  sailors,  and  airmen"  being  "sent  to 
more  than  140  countries  to  accomplish  some  1,300  missions  ranging 
from  humanitarian  relief  to  combat  operations .  "  Yet  there  has  been 
no  "increase  in  force  size"  within  the  special  operations  forces 
corresponding  to  this  "dramatic  increase  in  the  OPTEMPO."^^ 

These  figures  illustrate  the  importance  special  operations 
forces  play  in  accomplishing  U.S.  policy  in  the  various 
geographical  hot  spots  of  the  world.  As  General  Shelton  points  out 
in  his  confirmation  hearing: 
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SOF  serve  three  strategic  purposes  in  the  promotion  of 
national  security:  (1)  SOF  expand  the  range  of  options 
available  to  decision-makers  confronting  an  increasing  number 
of  military  operations  that  fall  between  wholly  diplomatic 
initiatives  and  overt  use  of  large  conventional  forces,  such 
as  terrorism,  insurgency,  narcotics  trafficking,  subversion, 
and  sabotage.  (2)  SOF  provide  a  strategic  economy  of  force 
and  generate  a  strategic  advantage  disproportionate  to  the 
resources  they  represent.  They  are  able  to  operate  without 
the  infrastructure  often  needed  by  a  larger  force.  SOF  can  be 
skillfully  integrated  with  conventional  forces  as  a  force 
multiplier,  increasing  the  efficiency  and  effectiveness  of  the 
total  military  effort.  (3)  SOF  provide  the  broadest  range  of 
capabilities  to  react  to  situations  requiring  exceptional 
sensitivity,  such  as  benign,  noncombatant  humanitarian 
assistance  and  peace  operations  missions. 


SPECIAL  OPERATIONS  MOVES  INTO  THE  2 1ST  CENTURY 


As  shown  above,  special  operations  forces  have  changed  to  meet 
each  new  threat  throughout  their  brief  history.  As  the  world 
changes  around  us  with  the  rising  of  each  new  dawn,  how  then  do  we 
shape  special  operations  forces  for  its  role  in  waging  information 
warfare?  Is  change  needed  to  the  way  SOF  operations  are  currently 
being  conducted? 

"As  the  world  situation  changes,"  each  mission  will  be 
evaluated  for  relevancy  "to  see  if  they  fit  within  the  definition 
of  special  operations . In  the  near  term,  special  operations 
forces  missions  will  not  change.  Changes  will  occur  in  other 
areas.  One  change  is  the  type  of  targets  that  must  be  observed  or 
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engaged.  This  will  occur  during  war  or  operations  other  than  war 
or  against  tightly  or  loosely  coupled  systems.  Direct  action  and 
special  reconnaissance  missions  might  be  carried  out  against  "stock 
exchanges,  or  utility  grids,  or  telephone  networks,  or  all  of  the 
above,  as  well  as  purely  military  targets."^®  A  second  change  will 
be  in  technology.  The  technological  improvements,  such  as 
"extremely  lethal,  usually  standoff,  precision-strike  weapons 
systems  and  automation-assisted  systems  of  command,  control,  and 
communications,"^®  will  iirprove  special  operations  f  orces '  s  ability 
to  move,  shoot,  and  commianicate  in  executing  all  current  roles  and 
missions.  The  last  change  will  be  in  how  the  missions  are  tasked. 
In  executing  the  campaign  plan,  a  more  concerted  effort  should  be 
made  to  task  the  right  unit  with  the  right  target,  similar  to  the 
daily  air  tasking  letter.  The  missions  will  be  executed 
independently,  yet  are  tied  to  the  bigger  picture.  Therefore, 
special  operations  forces,  by  remaining  flexible,  will  be  in  a 
position  to  support  all  future  campaigns. 

However,  "as  computers  become  weapons"  and  the  future 
battlefield  becomes  more  technologically  advanced,  special 
operations  forces  must  become  increasingly  able  to  enlist  these 
weapons  to  support  their  objectives.  Most  potential  target  groups, 
from  narcotraf f ickers  to  African  warlords,  are  becoming  more 
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dependent  "on  radios,  cellular  telephones,  fax  machines,  and 
computers,  all  of  which  are  vulnerable  to  electronic  intelligence¬ 
gathering  and  disruption."^’  As  a  result,  Kievet  and  Metz  further 
contend  that 

missions  such  as  foreign  internal  defense  could  undergo 
substantial  transformation:  Instead  of  training  friendly- 
forces  in  basic  military  skills.  Special  Forces  would  train 
them  in  information  warfare.  The  laptop  computer,  rather  that 
the  AK-47,  M-16  or  RPG,  could  become  the  first-line  weapon  for 
both  insurgents  and  counterinsurgents .  Special  Forces  would 
have  to  develop  methods  for  teaching  information  warfare 
across  cultural  obstacles  just  as  they  currently  do  to  bridge 
those  obstacles  in  teaching  basic  military  skills.'^® 

Additionally,  direct  action  missions  would  take  on  a  new 

dimension  involving  computer  related  operations.  Instead  of 

destroying  a  telephone-switching  station  to  knock  out  a  grid  of 

phone  lines,  "a  computer  virus"  can  be  "inserted  into  the 

aggressor's  telephone- switching  stations,  causing  widespread 

failure  of  the  phone  system.  "  Psychological  operations  would  be  a 

major  player  in  implementing  the  campaign  plan.  An  example  of 

operations  would  be  to  misdirect  enemy  forces  by  flooding  their 

radio  communications  with  false  commands  and  misdirections . 

Another  would  be  to  "jam  the  enemy's  TV  broadcasts  with  propaganda 

messages  that  turn  the  populace  against  its  ruler."  The  intent  of 

these  operations  is  "to  launch  rapid,  stealthy,  widespread  and 
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devastating  attacks  on  the  military  and  civilian  infrastructure  of 


an  enemy . " 

The  battlefield  has  gone  high  tech.  Imd  as  a  result,  these 
technological  advances  must  be  exploited.  Special  operations 
forces  are  versatile  enough  to  handle  these  changes  and  flexible 
enough  to  remain  mission  focused.  Today's  commanders,  however, 
must  ensure  that  the  future  special  operations  operator  is  provided 
with  the  training  and  education  to  meet  the  challenge. 


CONCLUSIONS  AND  RECOMMENDATIONS 


Colonel  Yasotay,  an  officer  in  Genghis  Khan's  army,  is  said  to 
have  told  his  general,  "when  the  hour  of  crisis  comes, 
remember  that  40  selected  men  can  shake  the  world. "  The 
colonel,  of  course,  was  not  referring  to  the  existence  of 
godlike  figures  from  Roman  or  Greek  mythology,  or  a  band  of 
superwarriors  capable  of  single-handedly  destroying  whole 
armies  and  conquering  entire  nations .  The  point  here  is  more 
subtle  and  complex:  When  undertaking  missions  of  importance  to 
the  state  or  a  military  campaign,  a  small  and  audacious  force 
of  skilled  warriors  has  the  capacity  to  influence  events  far 
beyond  any  physical  measure  of  their  capability.^® 

The  past  chronicles  of  special  operations  forces  reveals  that 

they  have  successfully  accomplished  a  wide  range  of  missions  when 

called  upon  to  do  so.  Flexibility,  versatility,  and  quality  people 

have  been  the  hallmarks  of  character  that  have  allowed  special 

operations  forces  to  be  successful.  These  same  characteristics 
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will  allow  special  operations  forces  to  move  into  the  21st  Century 
and  adapt  to  the  future  battlefield.  That  future  battlefield  must 
be  assessed  now  to  determine  the  trends  which  affect  special 
operations  forces  "in  order  to  ensure  enduring  relevance  of  their 
capabilities. 
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